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RANSOMWARE 
AS A SERVICE

GTconsult provides outsourced managed services by 
nurturing and growing talent in niche IT technologies 
for businesses around the world.

We hack you before you get hacked. Using real 
world attack methodologies we identify risk and 
present our findings with mitigations.  Our A 
Team clients are monitored proactively and 
notified of any new threats or vulnerabilities. 
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200 Thousand $
Average Ransom 
in 2020 80 Percent

Suffered another attack 
soon after payment 42 Percent

With insurance 
where not fully 
covered for 
damages

29 Percent
of companies had to 
remove jobs 
following an attack

2100 Healthcare
data 
breaches 
since 2009

100 Percent
Increase against 
universities 62 Percent

of all records leaked in 2019 
were from financial institutions

EVERY
11 

SECONDS

RANSOMWARE
Is a type of malware that encrypts data and 
can only be unlocked with a payment in order 
to obtain a key to decrypt the data.  

Over the years this process has not changed 
much but has become extremely 
sophisticated and now boasts support 
models and affiliate programs.

As the world moves more and more into an 
online space, this type of crime will increase 
as payments are large and deployment can 
be very simple.

Companies with employees of over 100 are 
targeted more and these attacks are laser 
focused.

Organizations hit by 
ransomware 
attacks 2021
On average, 37 percent of organizations worldwide were 
victims of a ransomware attack, according to a survey carried 
out between January and February 2021. India saw the highest 
rate, with over two-thirds of organizations saying they 
experienced a ransomware attack in the last year. In Poland, 
just 13 percent of responding organizations were victims of 
such cyber crime.

37% 68% 35%

90000
Android phones were 
hit by ScarePackage
ransomware in just 30 
days

8000
mobile banking 
ransomware Trojan 
installations were 
detected in 2018

Avg India UK
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Impact of 
Ransomware

• Business Disruption
• Brand Reputation
• Financial Costs
• Post Traumatic Stress
• Fines
• Global Crisis
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Impact of 
Ransomware

Colonial Pipeline

A real-world 
ransomware scenario 
and what would have 

stopped it



RANSOMWARE 
AS A SERVICE

Impact of 
Ransomware

Solarwinds
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Impact of 
Ransomware

Pulse Secure
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Methods

• Phishing
• Malware
• Stolen credentials
• Malicious Update
• Zero-day vulnerability
• Ransomware as a Service
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Distribution of 
Attacks

Q3 2021

11

16

17

18

23

28

32

35

35

298

Thiland

Spain

Australia

Brazil

Italy

Germany

France

United Kingdom

Canada

United States

A real-world 
ransomware scenario 
and what would have 

stopped it



RANSOMWARE 
AS A SERVICE

Attacks to 
Industry

Q3 2021

Hospitality
6%

Food and Beverage
6%

IT Enabled Services
7%

Healthcare
6%

Financial Services
7%

Retail
8%

Business Services
9%

Manufactoring
30%

Contruction
12%

Legal Services
9%
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Common 
Ransomware 

Payloads

11
11

18
18
19
19
19
19
23
23
25
29
29

75
235

Vice Society
Ragnarok

Payload
Sodinokibi(REvil)

AvosLocker
CLOP

Everest
Cuba

BlackMatter
Marketo

Pysa
HiveLeaks

Grief
Conti

LOCKBBIT

Q3 2021
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Proof of Concept

Ransomware through
CVE-2021-40444
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Fixes

• User training
• Strong passwords with MFA
• Password Managers
• Regular backup and recover practised procedures
• Cloud-based storage with history
• Vulnerability Assessments
• Anti-virus and End Point Protection
• Email Protection
• Regular tested software updates
• Enable smart rules for logins and suspect activity
• Implement a Zero Trust Security Model
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