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And moved to Office 365, but stayed like before

Online
powered by O!ice 365

On-premises

Top down

Classic

Exchange

SharePoint

O!ice Suite

Controlled Deployment

Training

Slower

Top Down

Classic to Modern
SharePoint Experience

Automatic Updates

Multi-products

OpEx VS CapEX

Security

Faster



The Modern Workplace

Online
powered by O!ice 365

On-premises

Top down

Classic

Exchange

SharePoint

O!ice Suite

Controlled Deployment

Training

Slower

Top Down

Classic to Modern
SharePoint Experience

Automatic Updates

Multi-products

OpEx VS CapEX

Security

Self-service

Cross-product

Decentralize

Flat VS Top Down

Security +

Modern
workplace
powered by O!ice 365
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Microsoft Teams enables that transformation



NEW WORK FROM HOME 
REALITY



BEEN TOLD THIS IS 
MORE LIKE IT



NEW  
CHALLENGES



https://www.avanade.com/en/blogs/avanade-insights/collaboration/microsoft-teams-supercharges-collaboration-for-millennials-to-boomers



What do we mean by Microsoft Teams?





US

WE

ME OneDrive, Mailbox, Teams Chats, 
Calls, etc…

Teams Team, Team Sites, Planner, Shared 
Mailbox, PowerBI Workspace, etc…

Home Sites, Communication 
Sites, Yammer, etc… 

DIFFERENT TOOLS FOR DIFFERENT WORK



In the ME work we’ll find Skype for Business

• Interoperability between Teams and Skype for 
Business is currently available for peer to peer 
(P2P) instant messaging and calling only.

• For a Teams user to send an IM to a Skype for 
Business user, the Teams user must be enabled 
with their account homed in Skype for Business 
Online.

• Incoming Skype for Business messages and 
calls can be responded to on the Teams client





THEN WE HAVE 
MICROSOFT TEAMS, TEAMS





In the WE work we’ll find “Teams Hub for Productivity”

Chat, content, people, and tools live in a team workspace

Voice and video meetings right within Teams

Built-in access to SharePoint, OneNote and Planner

Work with Office and other documents right in the app









Teams
• Collection of people, content, and tools surrounding different projects 

Channels
• Dedicated sections within a team to keep conversations organized
• Places where everyone on the team can have open conversations
• Can be extended with Tabs, Connectors and Bots 

Teams vs Channels





Team Owner Team Member Team Guests
Create team ! - -

Leave team ! ! !

Edit team name/
description

! - -

Delete team ! - -

Add channel ! !* !*
Edit channel name/
description

! !* !*

Delete channel ! !* !*
Add members !** - -

Add tabs ! !* -

Add connectors ! !* -

Add bots ! !* -



Limits and Specifications



BUT HOW DOES IT 
ACTUALLY WORK 
BEHIND THE SCENES?



SharePoint Required

• SharePoint Online is a required component for Teams. 

• If you don't have SharePoint Online enabled in your tenant, Teams 
users are not always able to share files in teams. 

• Users in private chat will not be able to share files because 
OneDrive for Business is required for that functionality.
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What do we mean by Classic SharePoint?
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What do we mean by Modern SharePoint?
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What do we mean by Modern SharePoint?



AND IN CASE YOU HAVEN’T HEARD ABOUT PLANNER



Going FLAT to go Modern & Teams

Subsites & Modern
O365 Groups only work 

with Top Level sites
Rethink architecture 

with Hub Sites
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Microsoft’s vision is not a top down architecture

http://aka.ms/PlanningSPhubsites



First, let’s eliminate some confusion
“Office 365 Groups vs SharePoint vs SharePoint Classic vs Microsoft Teams”

It’s just not something to compare







Three tiers of branding and navigation

Organization logo + nav 
Logo graphic + link 

Nav bar background color  

Set in 0365 Admin Center

Hub logo + nav 
Logo graphic + link 

Nav bar background color  

3 tiers of navigation

Site logo + nav 
Logo graphic + link 

Hover card 

Navigation (either horizontal or left)



https://www.successwithteams.com
https://teamworktools.azurewebsites.net/tft/index.html
http://teamsdemo.office.com
https://docs.microsoft.com/en-us/microsoftteams/planning-workshop-practical-guide



IN OTHER WORDS,  
MS TEAMS ISN’T A 

MAGICAL UNICORN.  
BUT A GROUP CHAT



If you deployed 
Microsoft Teams before 
the next part, you are in 

for quite the ride



Naming conventions Lifecycle management for Groups

Prevention of content duplication Classification

Content location for hybrid environments 

Ownership regulations/Permission management



Managing Microsoft 
Teams as a Product



Managing and governing Office 365 groups at scale

Creation permissions 

Naming policy 

Expiration policy 

Soft delete and restore 

Guest access

Reporting 

Policies and information protection 

Azure AD access reviews 

Upgrade DLs to groups in Outlook

https://support.office.com/article/Manage-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552
https://support.office.com/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Restore-a-deleted-Office-365-Group-b7c66b59-657a-4e1a-8aa0-8163b1f4eb54?ui=en-US&rs=en-001&ad=US
https://support.office.com/article/Guest-access-to-Office-365-groups-Admin-Help-7c713d74-a144-4eab-92e7-d50df526ff96?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Manage-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552
https://support.office.com/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Restore-a-deleted-Office-365-Group-b7c66b59-657a-4e1a-8aa0-8163b1f4eb54?ui=en-US&rs=en-001&ad=US
https://support.office.com/article/Guest-access-to-Office-365-groups-Admin-Help-7c713d74-a144-4eab-92e7-d50df526ff96?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Office-365-Reports-in-the-admin-center-Office-365-groups-a27f1a99-3557-4f85-9560-a28e3d822a40
https://support.office.com/article/Overview-of-retention-policies-5e377752-700d-4870-9b6d-12bfc12d2423?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-azure-ad-controls-access-reviews-overview
http://aka.ms/whyupgradedls
https://support.office.com/article/Office-365-Reports-in-the-admin-center-Office-365-groups-a27f1a99-3557-4f85-9560-a28e3d822a40
https://support.office.com/article/Overview-of-retention-policies-5e377752-700d-4870-9b6d-12bfc12d2423?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-azure-ad-controls-access-reviews-overview
http://aka.ms/whyupgradedls


Know before you go. Limitations.
Single user can create a maximum of 250 Groups 
If you opt to block Group Creation and centralize it to a select few, be 
sure to transfer ownership and remove the account

No more than 100 owners per Group 
Remember that permissions is often managed in the other products as well. 
For example, you can have many more SharePoint Team Site administrators 
for the Group without adding them as Group Owners.

Maximum number of Group Members 
Though no real number is set, expect performance degradation with more 
than a 1000 members... 
A user can only create 250 groups.  Workaround is to reassign ownership to 
another user and remove original creator from owner list



Know before you go. Limitations.

1TB of file storage per Group + 10GB per sub 
user. Max 50GB Group Mailbox

Maximum number of Group 500,000** 
This number can be increased upon request

Users can join up to 1000 Groups 
Maximum number of Office 365 Groups a user can join at the same time



• Originally created as a setting in an OWA mailbox policy  

• OWA mailbox policy is still used for OWA and Outlook 2016 

• New implementation as an Azure Active Directory settings 
object 

• Used to control the ability to create groups through Planner, Dynamics CRM, Power BI and the Outlook 
Groups app 

• Will eventually control the ability to create groups everywhere 

• Basic idea: 

• Decide to implement a block on general group creation 

• Define a list of users who are permitted to create groups (in an AAD distribution group or Office 365 
Group) 

• Create directory setting object and update settings to implement block by restricting creation to permitted 
list 

• Clients and integrations access AAD to retrieve directory settings and implement block/permitted list

Group creation policy



[PS] C:\> Connect-MsolService
 
[PS] C:\> $Policy = Get-MsolSettingTemplate –TemplateId 
62375ab9-6b52-47ed-826b-58e47e0e304b
 
[PS] C:\> $Setting = $Policy.CreateSettingsObject()
 
[PS] C:\> $Setting[“EnableGroupCreation”] = "false"
 
[PS] C:\> $Setting[“GroupCreationAllowedGroupId”] = 
"a3c13e4d-7083-4448-9224-287f10f23e10"
 
[PS] C:\> New-MsolSettings –SettingsObject $Setting

Group creation policy

Retrieve template 
id
Prepare new 
setting object
Update settings to 
block creation and 
assign permitted 
list
Create the 
directory setting 
object

This is the object id of the 
group that contains the 
permitted list

Connect to 
Azure AD



Include usage guidelines and Group 
classifications in the directory setting object 
 
[PS] C:\> $SettingID = (Get-MsolAllSettings –TargetType Groups).ObjectID
 
[PS] C:\> $ExistingSettings = Get-MsolSettings -SettingId $SettingID
 
[PS] C:\> $Values = $ExistingSettings.GetSettingsValue()  
 
[PS] C:\> $Values[“UsageGuidelinesUrl”] = “http://office365exchange.com/
GroupGuidelines.html"  

[PS] C:\> $Values[“ClassificationList”] = “General Usage, External Access, 
Internal Only, Confidential”
 
[PS] C:\> Set-MsolSettings -SettingId $SettingID -SettingsValue $Values

Group creation policy

Retrieve ID for 
current settings

Retrieve existing 
settings

Set new values

Update directory 
setting object



• Stored in Exchange organization 
configuration setting 
• Also used by email DLs 

• Common implementations: 
• Include prefix in name “GRP – group name” 
• Include department in name “ Operations – group name” 

• Set through EAC or PowerShell 
• Administrator can override to create a group named 

according to their requirements 
• Set-OrganizationConfig  
-DistributionGroupNamingPolicy 
“GRP - <Department> 
<GroupName>"

Group naming policy

Warning: Use the same 
policy on both sides of a 
hybrid deployment!



• Check audit records for 
SharePoint file activity in 
document library with 
Search-UnifiedAuditLog 

• Check the number and 
last date of conversations 
in group mailbox with Get-
MailboxFolderStatistics

Identifying Inactive Groups

See script at https://
gallery.technet.microsoft.com/Check-for-
obsolete-Office-c0020a42 



Directory of Teams from Tony Redmond
https://github.com/12Knocksinna/Office365itpros/commit/de90ce065e6104c764ce508021f944f0299e583b

Duplicates - we shall find you



• Use functionality delivered through Security & 
Compliance Center rather than individual 
workloads 
• Exchange eDiscovery and in-place hold can include group 

mailboxes 
• Exchange retention policies don’t process group mailboxes 
• SharePoint eDiscovery cases support group document libraries 

• SCC Content searches 
• Can search both group mailboxes and document libraries 

• SCC Preservation policies 
• Can place holds on group mailboxes and document libraries 

• SCC eDiscovery  
• Cases can use group mailboxes and document libraries as 

sources 

• Unified DLP policies

Office 365 Groups and Compliance



Audit

• Audit allows to investigate specific activities across Office 365 services 
• By default turned off 
• Will record last 90 days starting when enabled 

• Private preview: 365 days for E5 or E3 with Advanced Compliance add-on 

• Event displayed 30 minutes of event occurrence 
• Reactive: review past events 
• Proactive: get email notification for new events

Who created Team “Contoso”?

Who changed the Channel 
settings? 

Who made Mallory a Teams 
owner? 

I want to know whenever a 
Team is created!





Content Search

• Chat and channel messages 
• Results will be displayed as individual messages, not as threaded conversation 

• Meta data for calls and meetings 
• Putting content on hold 

• Without hold, only latest version can be retrieved and no deleted items 
• With hold, all previous version and deleted items can be retrieved 

• Results can be exported

Who posted about “Longhorn”?

I need to find all message from 
Mallory! 

What messages have been 
posted to channel “Secret”?

What was the content of a 
certain deleted message?



• Sensitive Groups can be hidden (from GAL and 
membership) 
• Set-UnifiedGroup  
-HiddenFromAddressListsEnabled $True  
–HiddenGroupMembershipEnabled  

• Caveat: Make sensitive groups private to avoid casual 
searches for confidential documents 
• Good idea for users to mark secret groups as favorites 

so they are easily accessible in all clients 
• The CalendarMemberReadOnly flag can be set with Set-UnifiedGroup to stop members 

deleting calendar items in sensitive groups

Secret Groups



• Dynamic Office 365 Groups are implemented 
through queries executed against Azure Active 
Directory 
• The queries defining group membership can only be created and maintained through AAD console 
• Requires AAD Premium license for every account that comes in scope for a query used by a 

dynamic Office 365 Group 
• E.g. “All Company” group for 10,000 user company = $60,000/month cost 
• Cost is not an issue if the organization uses AAD Premium licenses for other reasons (like 

writeback for hybrid synchronization, password self-service, or the Enterprise Mobility Suite)

Dynamic groups



• Requires PowerShell 
• Default Domain + Primary SMTP + Group ID  
• Email address templates dictate the form of email 

addresses assigned to new groups 
• Not retrospectively applied

Multi-domain support

[PS] C:\> New-EmailAddressPolicy –Name MarketingGroups  
–IncludeUnifiedGroupRecipients   
–EnabledEmailAddressTemplates 
"SMTP:@Marketing.MyDomain.com", "smtp:@AnotherDomain.com"  
-ManagedByFilter {Department –eq "Marketing"} –Priority 1



• Restricted version of browser “Files” view can be accessed 
by guest users 
• Can access cloudy attachments 
• Can’t see full tenant GAL 
• Can’t access conversations 
• Restricted view of group members 
• No mobile access 
• No access from Outlook 

• No way to block specific guest users 
• Design issue: should you allow guest users access to “full” 

groups or “special” groups

Guest user access



User managed  
• Guest inviter role - Setup a policy 

so that users with this role can 
only invite guest 

• This can be set using user AD 
properties such - Title, Job 
Description  

Domain managed 
• Admins can create an allow/deny list of 

external partner domains that can be 
added as guests.

Group-Level 
• Manage guest access at Group 

Level 

Policies for Guest Access - Best Practices
Re

ac
h

Title = Manager Guests User Guests

IT approved list of domains

Only IT admin
Guests



I recommend you:

This is bigger than Classic to 
Modern SharePoint. 

It’s the architecture, going 
flat and using Office 365 

Groups

What is your Office 365 
Groups expiry and retention 

policy?  
Keep visibility on growing 

environment

Figure out what your 
provisioning cycle looks like 
to be ready for self-service 

later on

Modernize Plan Provisioning Prevent Sprawl

Beyond individual products, 
make sure the right 

Classifications, Labels, 
External Sharing, etc… 
policies are in place

Cross-Product Governance

The self-service nature of 
Microsoft Teams can only be 

successful if you planned 
accordingly

Enable Microsoft Teams
They create, collaborate and 
distribute. They also need to 

validate all is ok. 
Activity, Sharing and other 
things happening in their 

group.

Make Owners Accountable



https://sharegate.com/resource/win-as-a-team-use-microsoft-teams-effectively

Download the book:

we reached out to our friends in the 
Microsoft community to see what guidance 
they could offer, and we compiled their 
inspiring insights into a "playbook" that you 
can borrow from!

https://sharegate.com/resource/win-as-a-team-use-microsoft-teams-effectively
https://sharegate.com/resource/win-as-a-team-use-microsoft-teams-effectively




We built ShareGate Apricot, 
an automated governance platform to help you keep Teams on track



@bniaulin

Thank you


